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1. During a pre-sales presentation, the client asks the SE to create a basic cost benefit analysis. What should the
SE do?

A. Use the partner pricing guide to define the project costs.

B. Include pricing in the presentation.

C. Work with the Account Executive to define the costs.

D. Include pricing in the presentation but explain that the costs may change.

Answer: C

2. Which of the following is the best high-level summary of ISS to present to a management-level audience?

A. ISS products include network IPS appliances, Multi-Function Security appliances, desktop and senver protection,
wilnerability assessment, and SiteProtector management.

B. ISS uses stateful deep-packet inspection and buffer overflow exploit prevention to provide zero-day exploit
prevention.

C. ISS uniquely combines security research, product development, and managed security senices to deliver the
optimum combination of cost effectiveness and pre-emptive protection.

D. ISS provides all the capabilities in the Network, Sener, and Endpoint component of the IBM Security Framework.
Answer: C

3. What would happen to traffic that matched a Proventia Network IPS Firewall rule with the action Protect?
A. It would be dropped.

B. It would go through the IDS signature policy.

C. It would trigger alerts only and never be blocked.

D. It would trigger a DNS lookup for the source IP address.

Answer: B

4. Which of the following would be the most appropriate design for a client who requires intrusion detection for an
active-active pair of network segments?

A. A single Proventia Network IPS appliance in passive monitoring mode

B. A pair of Proventia Network IPS appliances in HA protection mode

C. A pair of Proventia Network IPS appliances in HA protection mode with power-failure bypass units

D. A pair of Proventia Network IPS appliances in HA assessment mode

Answer: A

5. An SE is helping the sales team determine which Proventia Multi-Function Security appliance is the best fit for a
client with a maximum of 2,250 users on a 100Mb/sec network segment. Which MFS model should the SE
recommend?
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A. MX1004
B. MX3006
C. MX5008
D. MX5110
Answer: D

6. In general, a SiteProtector appliance would not be suitable for which type of environment?
A. Large Enterprise

B. Small Office

C. High Alert Volume

D. Distributed

Answer: B

7. What should the SE include as part of a post-deployment plan?
A. A post-installation training session

B. A project sign-off lunch

C. An owveniew of the possible future direction of the project

D. The Account Executive takes care of all post-deployment issues
Answer: A

8. A client requests a GX5108CF demonstration. After receiving the GX5108CF and BYP-2T-2S-0L-P bypass unit, the
client calls the SE and explains that the four segments in the network are copper running at 1GBPS. How should the
SE respond?

A. Arrange for 2x (DUAL-TVR-KIT-TX-ROHS) transceiver kits and 1x (BYP-4T-0S-0L-P) bypass units.

B. Arrange for a Gx5108SFP with 4x (DUAL-TVR-KIT-LX-ROHS) transceiver Kits.

C. Arrange for 4x (DUAL-TVR-KIT-TX-ROHS) transceiver kits (2 kits for NIPS and 2 kits for the bypass unit).

D. Arrange for 4x (DUAL-TVR-KIT-TX-ROHS) transceiver kits and 1x (BYP-4T-0S-0L-P) bypass units.

Answer: A

9. The X-Force research and development team is primarily concerned with which of the following?
A. Exploits discovered on the internet

B. Contracted research

C. Vulnerability research at IBM ISS

D. SNORT IDS signature standards

Answer: C

10. An SE is accompanying the sales team to a sales presentation. The sales team asks the SE to discuss
commercial and open-source wilnerability scanning solutions. What content should the SE include?

A. Vulnerability scanning tools must be based on high-quality wlnerability research to be most effective.

B. Commercial tools always check for more wlnerabilities than open source tools.

C. Open source tools might cause a denial of senice during a scan, but commercial products never cause this
problem.

D. Commercial wlnerability scanning tools are faster than open source tools.

Answer: A
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